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DEFINITION
Name Websense Enterprise Web Filtering Software
Websense Enterprise is a software tool that protects organizations and employees who use
Description the_ Int_ernet from a growing nu_mber of threats by_filtering Web sites as set by agency
guidelines. Websense Enterprise includes reporting tools and a customizable database of
pre-defined categories of filtered Web sites/content.
e Internet misuse at work costs Missouri state government in lost productivity.
e Although agencies use anti-virus software, many of them continue to be hit by viruses,
Rafi worms, or other malicious applications.
ationale ) . o . L . . :

e High-bandwidth applications, including instant messaging, downloading music, and
watching video clips during work hours exhaust State of Missouri financial/network
resources.

Websense Enterprise:

e improves employee productivity;
e enhances security;
e reduces legal liability;
Benefits e optimizes the use of IT resources;
e integrates with leading network infrastructure products;
e provides flexibility and control for Web site filtering; and
e provides reporting on Internet and as an option (add-on feature) can report on
desktop application activity.
ASSOCIATED ARCHITECTURE LEVELS
Specify the Domain Name Interface

Specify the Discipline Name Access

Specify the name of the

associated Technology Area Web Access Devices

KEYWORDS
. Web filtering, security, policy, web access, productivity, liability, network,
List Keywords : . ; o
bandwidth, reporting, virus, anti-virus.
VENDOR INFORMATION
: http://ww2.websense.com/global/en/Product
VEIETREIE Websense Wl sServices/WebsenseEnterprise/
Contact Information See Web site.
POTENTIAL COMPLIANCE SOURCES

Name Website

Contact Information

Name Website

Contact Information




COMPONENT REVIEW

List Desirable aspects

Improves employee productivity

Reduces the risk of security breaches

Mitigates the risks of legal liability as a result of employee Internet activity
Optimizes the use of IT resources, including bandwidth and desktop resources
o Enforces Internet and application use policies

List Undesirable aspects

Filtering rules may exclude valid Web sites.

Operating System

Windows Platforms,
Red Hat Linux, Sun
Solaris

Platform

ASSOCIATED COMPLIANCE COMPONENTS
Product

List the Product-specific
Compliance Component
Names

Configuration Links

List the Configuration-specific
Compliance Component
Names

COMPONENT CLASSIFICATION

Provide the Classification

[] Emerging X Current [ Twilight [] Sunset

Sunset Date

COMPONENT SUB-CLASSIFICATION

Sub-Classification

Date

Additional Sub-Classification Information

] Technology Watch

] Variance

] Conditional Use

RATIONALE FOR COMPONENT CLASSIFICATION

Document the Rationale for
Component Classification

State of Missouri agencies are using this product.

MIGRATION STRATEGY

Document the Migration
Strategy

IMPACT POSITION STATEMENT

Document the Position
Statement on Impact

AGENCIES

List the Agencies Currently
Utilizing this Product

Conservation, Economic Development, Mental Health and Natural Resources

CURRENT STATUS

Provide the Current Status

[ Under Review

] In Development X1 Approved

[ Rejected
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